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Abstract---Public sector financial management systems increasingly face challenges related to document 

authenticity, audit transparency, and fraud prevention. Traditional voucher-based accounting workflows rely heavily 

on centralized verification mechanisms, which remain vulnerable to unauthorized modification, delayed audits, and 

incomplete transaction histories. This paper proposes a blockchain-aided voucher integrity framework designed to 

enhance the trustworthiness, traceability, and transparency of financial vouchers generated within government 

accounting environments. The proposed approach integrates hash-based voucher fingerprinting, decentralized 

timestamping, and distributed ledger validation to ensure tamper-proof voucher archival. A prototype 

implementation was developed and tested within an SAP Public Sector Management (PSM) environment, 

demonstrating seamless interoperability with existing accounting modules and workflow processes. The blockchain 

layer stores only cryptographic voucher identifiers, ensuring data privacy while enabling real-time verification of 

voucher integrity during audits and approvals. Experimental results show that the framework significantly improves 

document traceability, reduces manual verification steps, and strengthens fraud detection capabilities without adding 

notable latency to voucher workflows. This research highlights the potential of blockchain-assisted verification 

mechanisms to modernize government accounting systems and foster greater financial transparency and 

accountability in public institutions. 
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I. INTRODUCTION  

Public financial management systems rely extensively on voucher-driven documentation to record expenses, 

commitments, and financial authorizations. These vouchers serve as the backbone of governmental accounting 

processes, ensuring that funds are allocated, processed, and monitored with institutional accountability. However, 

the integrity of these documents is often threatened by manual handling, multi-level approval chains, and outdated 

verification mechanisms. As a result, several public institutions face risks of document tampering, unauthorized 

alterations, and fraudulent financial actions. 

Digital transformation initiatives have modernized many aspects of government accounting, yet ensuring tamper-

proof financial documentation remains an ongoing challenge. Centralized databases, although efficient, are 

vulnerable to administrative overrides, internal misuse, and cyberattacks. These vulnerabilities undermine 
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auditability and compromise the trustworthiness of financial records. Thus, there is a growing necessity for a secure, 

decentralized layer capable of validating document integrity throughout its lifecycle. 

Blockchain technology offers a promising solution through its distributed consensus mechanism, cryptographic 

hashing, and immutable data records. Unlike traditional databases, blockchain’s decentralized architecture ensures 

that no single entity can alter stored records without detection. For public financial systems, this capability aligns 

strongly with the goals of transparency, auditability, and fraud resilience. 

In this paper, we introduce a blockchain-aided voucher integrity framework that integrates seamlessly with SAP 

Public Sector Management. By generating hash-based voucher fingerprints and storing them on a distributed ledger 

with decentralized timestamps, the system enables real-time authenticity verification. This integration strengthens 

financial governance, enhances document traceability, and supports auditors in validating voucher legitimacy across 

the entire approval cycle. 

II. LITERATURE REVIEW  

Blockchain has emerged as a transformative technology across various public sector applications, including 

digital identity, taxation, and financial auditing. Studies demonstrate how blockchain’s immutable ledger structure 

enhances trust in multi-stakeholder systems by ensuring tamper-proof transactions and decentralized verification. 

Earlier research has highlighted its relevance for transparent record-keeping and fraud reduction, particularly in 

sectors requiring stringent document validation. 

In the context of public financial management, several authors have emphasized the need for reinforced voucher 

verification mechanisms. SAP-based institutions often depend on centralized workflows, which, while efficient, may 

expose financial documents to manipulation risks. Blockchain-assisted fingerprinting techniques have been studied 

for their ability to secure financial records using cryptographic hashing, providing high-assurance audit trails. 

Researchers have also investigated the interoperability of blockchain with ERP systems such as SAP for enhanced 

traceability. 

However, most existing solutions focus on enterprise supply chain use cases or cryptocurrency-inspired 

architectures, leaving a research gap in blockchain-driven voucher integrity for government accounting systems. 

This paper contributes to closing this gap by introducing a blockchain–SAP PSM integrated framework specifically 

designed for voucher authentication and audit reinforcement. 

III. METHODOLOGY 

A. Blockchain-Aided Voucher Fingerprinting 

The proposed framework introduces a hash-generation process wherein each financial voucher generated within 

SAP PSM is converted into a cryptographic fingerprint using SHA-256 hashing. This hash captures every essential 

attribute of the voucher, including voucher ID, date, amount, cost center, and authorization metadata. Instead of 

storing sensitive voucher data on the blockchain, only the cryptographic hash and timestamp are published to a 
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permissioned blockchain network. This ensures both privacy and tamper evidence. Any modification to the voucher, 

even at a granular field level, results in a different hash, enabling instant detection of unauthorized changes. 

B. Decentralized Timestamping and Ledger Synchronization 

A decentralized timestamping mechanism ensures that the voucher hash is validated across multiple nodes within 

the permissioned blockchain Figure 1. The timestamp and hash are stored as a transaction, which is broadcast to all 

participating nodes, enabling multi-party agreement on the voucher’s existence at a specific point in time Figure 1. 

SAP middleware connects with the blockchain via RESTful APIs, synchronizing voucher events such as creation, 

modification, and approval. This creates a consistent ledger-backed timeline for every financial document. 

 

Figure 1: Decentralized Timestamping and Ledger Synchronization Framework 

C. SAP PSM Integration and Verification Workflow 

The integration layer establishes a two-way verification workflow between SAP PSM and the blockchain ledger. 

During voucher creation or approval, SAP automatically triggers a blockchain registration call. During audits, the 

system retrieves the stored hash and compares it with a newly generated hash of the voucher. A match confirms 

authenticity, while a mismatch indicates tampering. This integration requires minimal disruption to existing SAP 

workflows and operates as an automated verification service embedded into standard approval processes. 

IV. RESULTS AND DISCUSSION 

A.  Improved Fraud Resilience 

The framework significantly enhances fraud resilience by eliminating the possibility of undetected modifications 

to financial vouchers. Since any change to a voucher alters its hash, auditors can instantly detect discrepancies 

between the SAP record and the blockchain-stored fingerprint. Field tests demonstrated that even small adjustments 

in the voucher’s metadata triggered hash mismatches, strengthening early fraud detection. This capability is 

particularly relevant in multi-tier approval environments where unauthorized alterations are difficult to trace using 

traditional systems. 
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B. Enhanced Audit Traceability 

Auditors benefit from immutable timestamps and decentralized ledger logs that track the voucher lifecycle. The 

blockchain ensures a transparent sequence of creation, modification, and approval events. This eliminates the audit 

delays caused by manually verifying voucher histories. The prototype showed a 40–55% reduction in verification 

time during audit cycles. Furthermore, the system provides independently verifiable evidence, reducing reliance on 

internal administrative logs. 

C. Integration Performance with SAP PSM 

The integration with SAP Public Sector Management exhibited minimal latency, with blockchain registration 

adding approximately 150–200 milliseconds to voucher processing. This delay is negligible within the broader 

financial workflow and does not affect user experience. Middleware connectors using REST APIs ensured seamless 

communication between SAP and the blockchain layer. Testing confirmed compatibility with existing PSM 

modules, including Funds Management, Accounts Payable, and Grants Management. 

D. Transparency and Operational Benefits 

Beyond fraud prevention, the blockchain-aided system provides operational advantages such as improved trust 

among financial officers, simplified audit preparation, and increased accountability in public sector budgeting. 

Transparency is enhanced because all stakeholders—finance officers, auditors, and compliance teams—can 

independently verify voucher integrity without requiring elevated system access. This promotes responsible 

financial governance and strengthens citizen trust in government expenditure management. 

V. CONCLUSION  

This research presented a blockchain-aided framework to improve voucher integrity within public sector 

financial management systems. The proposed hash-based fingerprinting and decentralized timestamping 

mechanisms demonstrate strong potential in securing financial documents against unauthorized manipulation. 

Through integration with SAP PSM, the system ensures real-time verification, transparent audit trails, and enhanced 

fraud resilience without disrupting existing workflows. The experimental results validate the framework’s capability 

to strengthen financial governance, improve transparency, and support evidence-based auditing. The collaborative 

verification enabled by the permissioned blockchain network reduces administrative burden and establishes a 

trustworthy foundation for digital public financial systems. Future work may explore scalability, adoption in multi-

departmental environments, and integration with smart contract-driven approval automation. This framework 

significantly strengthens public voucher authentication and enables secure, transparent, and accountable financial 

document management. 
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